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Module 4-1: Notifications
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Notices Tell People What’s Happening

● Notices bring events to others attention
● Events can trigger notices

● The event happens
● A notice is triggered
● It “walks a path”

● Those along the path get notified
● Escalations can insure notices get attention.
● Not a replacement for a Trouble Ticketing 

system.
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Built-In Notifications

● A number of notices are built-in: nodeDown, 
interfaceDown, nodeLostService, nodeAdded, 
interfaceDeleted and thresholds.

● Notices are off by default, and should be turned off 
during restarts.

● Turn Notices On.
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Time to Add a Node

● Provisioning, the act of adding Nodes, is a key 
part of OpenNMS

● There are two main methods:
● Automated Discovery
● Directed Discovery

● Directed Discovery is recommended, and can 
be augmented with a number of adapters and 
the ReST interface.
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Create a Requisition

Navigate to Configure  Manage Provisioning →
Requisitions. 
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Add a Requisition

Add a new requisition called “Class”. 
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Key Attributes of a Requisition

● The name of the requisition
● The last time it was modified
● The last time it was imported
● Nodes in the requisition and nodes in the DB
● Actions:

● Edit the requisition
● Edit detectors and policies
● Clone detectors and policies
● Synchronize

● Refresh
● Delete Nodes
● Delete the 

Requisition
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Edit the Requisition
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Add a Node – Horizontal Layout
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localhost Node – Vertical Layout
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localhost Node – Add Interface
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Save and Synchronize

Click “Save” then “Return” and then 
“Synchronize”

Then “Return” again 
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Voila! A Notice
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So, What Just Happened?

● Provisioning a node created a “nodeAdded” event
● Since notices were on globally, it was checked 

against the notification configuration
● There was a nodeAdded event notice, and it was 

on, so it was triggered.
● The event passed the filter, so it was sent
● It followed the Destination Path defined in the 

notice, with the configuration of the notice.
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Let’s Look at the Notice

Navigate to Configure  Configure Notifications  Configure → →
Event Notifications
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nodeAdded Event Trigger
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Apply Filters (if any)
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Define the Notice
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A Word About the Database
Access the database with: psql -U opennms opennms

opennms=# \x
Expanded display is on.
opennms=# select * from events where eventid=30;
-[ RECORD 1 ]---------------------------------------------------------------------
eventid                 | 30
eventuei                | uei.opennms.org/nodes/nodeAdded
nodeid                  | 1
eventtime               | 2016-12-05 00:11:49.853+09
eventhost               | 
eventsource             | Provisiond
ipaddr                  | 
eventsnmphost           | 
serviceid               | 
eventsnmp               | 
eventparms              | nodelabel=localhost(string,text);nodelabelsource=U(string,text)
eventcreatetime         | 2016-12-05 00:11:49.95+09
eventdescr              | <p>A new node (localhost) was discovered by
                        |       OpenNMS.</p>
eventloggroup           | 
eventlogmsg             | A new node (localhost) was discovered by OpenNMS.
eventseverity           | 4
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Destination Paths

Navigate to Configure  Configure Notifications  Configure → →
Destination Paths
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Edit Email-Admin
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Path Targets
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Group Delay
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Action to Take
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javamail-configuration.properties
# This property defines system sender account.
#
# The default setting is root@[127.0.0.1]
#org.opennms.core.utils.fromAddress=root@[127.0.0.1]

#
# These properties define the SMTP Host.
#
#org.opennms.core.utils.mailHost=127.0.0.1
#org.opennms.core.utils.mailer=smtpsend
#org.opennms.core.utils.transport=smtp
#org.opennms.core.utils.debug=true
#org.opennms.core.utils.smtpport=25
#org.opennms.core.utils.smtpssl.enable=false
#org.opennms.core.utils.quitwait=true
#
# This property controls the use of the JMTA
# if it is true, mailHost will be ignored
org.opennms.core.utils.useJMTA=false
#
# These properties define the Mail authentication.
#
#org.opennms.core.utils.authenticate=false
#org.opennms.core.utils.authenticateUser=opennms
#org.opennms.core.utils.authenticatePassword=opennms
#org.opennms.core.utils.starttls.enable=false

#
# These properties configure message content
#
#org.opennms.core.utils.messageContentType=text/plain
#org.opennms.core.utils.charset=us-ascii
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An Example Using GMail

org.opennms.core.utils.transport=smtps
org.opennms.core.utils.mailHost=smtp.gmail.com
org.opennms.core.utils.smtpport=465
org.opennms.core.utils.smtpssl.enable=true
org.opennms.core.utils.authenticate=true
org.opennms.core.utils.authenticateUser=myuser@gmail.com
org.opennms.core.utils.authenticatePassword=xxxxxxxx
org.opennms.core.utils.starttls.enable=true
org.opennms.core.utils.messageContentType=text/html
org.opennms.core.utils.charset=UTF-8
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Duty Schedules

● Users can have duty schedules
● No notices when not on duty
● Multiple schedules can exist

● Groups can have duty schedules
● Outstanding notices sent when back on duty
● Overridden by users

● On-Call roles always get notices
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Duty Schedule Flowchart
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Path Outages
● Path Outages can suppress notices for 

“downstream” nodes
● When a nodeDown event is received, the “parent” 

is pinged for availability. If that fails, the notice 
based on that nodeDown event is not sent.

● A default “parent” can be set in opennms-server.xml

   <local-server server-name="nms1"

       defaultCriticalPathIp="192.168.0.1"

       defaultCriticalPathService="ICMP"

       defaultCriticalPathTimeout="1000"

       defaultCriticalPathRetries="1"

       verify-server="false">

   </local-server>
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Exercise #4-1: Create an New Notice

● Create a new “unhappiness” event
● Create a new On-Call role
● Create a new Destination Path
● Send to On-Call
● Send to Group
● Send to User
● Create a notice on the new event
● Generate the event and test
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Get the new Class.events.xml File
● First, cd /opt/opennms/etc/events
● Then:

wget -N https://www.opennms.org/Training/Config/Exercise%204/Class.events.xml
  
<event>
    <uei>uei.opennms.org/class/unhappiness</uei>
    <event-label>OpenNMS defined event: The OpenNMS Class is not happy</event-label>
    <descr>
      &lt;p&gt;This event is sent when the OpenNMS Class is unhappy.&lt;/p&gt;
      &lt;ul&gt;
      &lt;li&gt;I can't get no&lt;/li&gt;
      &lt;li&gt;I can't get no&lt;/li&gt;
      &lt;li&gt;I can't get no&lt;/li&gt;
      &lt;li&gt;Satisfaction&lt;/li&gt;
      &lt;/ul&gt;
    </descr>
    <logmsg dest='logndisplay'>
      &lt;p&gt;OpenNMS Class is NOT Happy! &lt;/p&gt;
    </logmsg>
    <severity>Major</severity>
  </event>
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Reload eventd and Send Event
$ send-event.pl 
  uei.opennms.org/internal/reloadDaemonConfig -p 'daemonName Eventd'

$ send-event.pl uei.opennms.org/class/unhappiness
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On-Call Rolls

Navigate to Configure  Configure Users, Groups and On-Call →
Roles  Configure Roles→

 



© 2017 The OpenNMS Group, Inc.

Add New Role
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On Call Role Calendar
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Create a New Path: Path4Class
● Navigate to Configure  Configure Notification  Configure → →

Destination Paths
● Add New Path
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Escalations
● Escalations insure 

notices get seen
● Once a notice is 

acknowledged, 
escalations stop

● The initial delay 
provides for “auto-
acknowledged” 
notices to be cleared 
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Create a New Notice

● Go back and find the new event 
● Select “Edit notifications for event”
● “Skip results validation” on the next screen
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New Notice
● Name: A unique name 

for the notice
● Description: describe 

the notice
● Parameter: an optional 

parameter match
● Path: required 

destination path
● Text Message:  

information included 
with the notice

● Short Message: 
information designed 
for SMS

● Email Subject: subject 
line of e-mail 
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Send the Event

Send the event and watch what happens:
                send-event.pl uei.opennms.org/class/unhappiness
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View Notice and Escalations


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43

